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DETAILED ACTION 

Response to Arguments 

Applicant's arguments with respect to the rejection(s) of claim(s) 1-13 have been fully 
considered and are persuasive. Therefore, the rejection has been withdrawn. However, upon 
further consideration, a new ground(s) of rejection is made. 

Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

Claims 1-13 are rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

Claims 1 and 9 recite the limitation directed to "providing a result of said evaluation," but 
the claims each recite two "evaluating" steps. It is unclear to which evaluation step this limitation 
is intended to refer. 

Claims 2-5 each recite a limitation directed to "said determining step," but there is 
insufficient antecedent basis for these limitations. 
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Claims 6-8 each recite a limitation directed to "said evaluating step," but claim 1 recites 
two "evaluating" steps. It is unclear to which evaluation step these limitations are intended to 
refer. 

Any claim not specifically addressed above is rejected at least for incorporating the 
deficiencies of a claim upon which it depends. 

Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

Claims 1, 7, 9, and 13 are rejected under 35 U.S.C. 102(e) as being anticipated by Aura 
(US Pub. No. 2003/0166397). 

Regarding claim 1 , note that the preamble has been given patentable weight, as it is relied 
upon by the body of the claim. 

Aura shows a method for authenticating a device (comprising a mobile node) connecting 
to a first network (comprising the network provided by "base station 2," such as a wireless 
network: see [0016]-[0017]), comprising: 
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• evaluating a history of one or more previously terminated connections of said 
device to at least one other network (comprising examining trust parameters in a 
credential, which indicate, for example, the time at which a device was last 
authenticated by another network: see [0017], [0048], and [0078]); 

• evaluating an integrity of data content of said device based on said history 
(comprising determining if a credential is valid based on the time it was granted: 
see [0080] and [0084]); and 

• providing a result of said evaluation (comprising allowing or disallowing the 
device to use the network: see [0030]). 

Regarding claim 7, Aura further shows wherein a scope of said evaluating step is based 
on one or more defined content authentication rules (comprising policies: see [0086]). 

Claims 9 and 13 correspond to claims 1 and 7 and are rejected for the same reasons as 
given above. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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Claims 2, 3, 6, and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Aura (US Pub. No. 2003/0166397) in view of Jemes (US Pub No. 2001/0042213). 

Regarding claim 2, Aura shows the limitations of claim 1 as applied above, but does not 
show wherein said determining step further comprises the step of determining if said device 
connected to at least one untrusted network. 

Jemes shows determining if a device (comprising a device in a "known bubble") 
connected to at least one untrusted network (comprising connecting to a device in an "unknown 
bubble", whose integrity cannot be verified). Sec paragraphs [0033] and [0040]. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to further modify the system of Aura with the network determination of Jemes in order to enforce 
security policies when connecting to untrusted networks. 

Regarding claim 3, Aura shows the limitations of claim 1 as applied above, but does not 
show wherein said determining step further comprises the step of determining if said device 
connected to at least one unknown network. 

Jemes shows determining if a device (comprising a device in a "known bubble") 
connected to at least one unknown network (comprising connecting to a device in an "unknown 
bubble"). See paragraph [0040]. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to further modify the system of Aura with the network determination of Jemes in order to enforce 
security policies when connecting to unknown networks. 
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Regarding claim 6, Aura shows the limitations of claim 1 as applied above, but does not 
show wherein a scope of said evaluating step is based on properties of said at least one other 
network. 

Jemes shows wherein a scope of an evaluating step for a first network is based on 
properties (the properties comprising security policies) of at least one other network (comprising 
evaluating security policies for bubbles 20a and 30a). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to further modify the system of Aura with the evaluation system of Jemes in order to ensure that 
policies at network control points are consistent and error free (see Jemes, [0015]). 

Claim 12 is an apparatus claim corresponding to claim 6 and is rejected for the same 
reasons as given above. 

Claims 4 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Aura 
(US Pub. No. 2003/0166397) in view of Noguchi (US Pub. No. 2003/0005333). 

Regarding claim 4, Aura shows the limitations of claim 1 as applied above, and further 
shows "preventing undetected modification" of the credential, but does not explicitly show 
wherein said determining step further comprises the step of determining if a token on said device 
has been altered. 

Noguchi shows determining if a token on a device has been altered (see [0019]-[0020]). 
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It would have been obvious to one of ordinary skill to modify the system of Aura with the 
token authorization and alteration detection taught by Noguchi in order to achieve the predictable 
result of preventing clients with forged credentials from gaining access to the network. 

Claim 10 corresponds to claim 4 and is rejected for the same reasons as given above. 

Claims 5 and 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over Aura 
(US Pub. No. 2003/0166397) in view of Manchin (US Pub No. 2004/0049567). 

Regarding claim 5, Aura shows the limitations of claim 1 as applied above, but does not 
show wherein said determining step further comprises the step of logging an address of each 
network that said device accessed. 

Manchin shows logging the address of networks that a device accesses (see [0123]). 

It would have been obvious to one of ordinary skill in the art to further modify the system 
of Aura to log network addresses as taught by Manchin in order to provide a record of the 
device's activities for later review by administrative personnel. 

Regarding claim 11, Aura shows the limitations of claim 9 as applied above, but does not 
show evaluating a log of addresses of each network that said device accessed. 

Manchin shows evaluating a log of addresses of each network that a device accessed (see 
[0136]). 
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It would have been obvious to one of ordinary skill in the art to further modify the system 
of Aura to evaluate logs of network addresses as taught by Manchin in order to provide an alert 
when the network address of the device changes (see [0136]-[0137]). 

Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Aura (US Pub. No. 
2003/0166397) in view of Hoene (US PG-Pub No. 2002/01991 16). 

Aura shows the limitations of claim 1 as applied above, but does not show wherein said 
evaluating step further comprises the step of performing a virus scan. 

Hoene shows wherein an evaluating step comprises performing a virus scan (see [0029]- 
[0030]). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to further modify the system of Aura with the virus scan of Hoene in order to prevent devices 
which may be infected from gaining access to the network. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher Biagini whose telephone number is (571) 272-9743. 
The examiner can normally be reached on weekdays from 8:30 AM to 5:00 PM.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Andrew Caldwell/ 

Supervisory Patent Examiner, Art Unit 
2442 

Christopher Biagini 
(571)272-9743 



